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There was a need for the interoperable protocol layer that can support all of the credential 
formats, key resolution mechanisms and trust frameworks.
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Protocol Layer Interoperability is Crucial



OID4VC: OpenID for Verifiable Credentials set of 
protocols

OID4VC set of protocols also includes Self-Issued OpenID Provider v2 (SIOPv2) and OpenID4VP 
over BLE. OpenID4VC high assurance interoperability profile for mdoc is being developed in ISO
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OpenID4VC High Assurance Interoperability Profile with SD-JWT VC (HAIP)
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We won a prize, European Identity & Cloud Award ;-)



[1] cloudsignatureconsortium.org/new-eu-eidas-regulation-a-quantum-leap-for-electronic-identity/ 
[2] nccoe.nist.gov/projects/digital-identities-mdl
[3] kantei.go.jp/jp/singi/digitalmarket/trusted_web/2023seika/files/004_report_oidf_conformance_test.pdf

The European Digital 
Identity Wallet[1], ARF v.1.4

mandates the usage of 
OpenID4VC protocols

NIST National Cybersecurity 
Center of Excellence[2] 

is running a project implementing 
and testing implementations for 
OID4VP to present mdocs/mDL

Japanese Government's 
Trusted Web Project [3]

has implemented OID4VC 
protocols various use-cases

Global Adoption (selected use-cases)

https://cloudsignatureconsortium.org/new-eu-eidas-regulation-a-quantum-leap-for-electronic-identity/
https://www.nccoe.nist.gov/projects/digital-identities-mdl
https://identity.foundation/jwt-vc-presentation-profile/#workplace-credential
https://www.kantei.go.jp/jp/singi/digitalmarket/trusted_web/2023seika/files/004_report_oidf_conformance_test.pdf
https://www.nccoe.nist.gov/projects/digital-identities-mdl
https://identity.foundation/jwt-vc-issuance-profile/
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https://github.com/TalaoDAO/AltMe
https://github.com/mosip/tuvali
https://github.com/eu-digital-identity-wallet/.github/blob/main/profile/reference-implementation.md


OpenID4VC Conformance Tests

Implementers can use conformance tests to ensure compliance to the 
specification and interoperability with other implementations 

Available

Tests for the Wallets for OpenID4VP 
profiles with SD-JWT VC and mdocs 
(HAIP and 18013-7). Being updated to 
the recent specifications changes. 10+ 
Wallets have already passed certification 

In-progress

Tests for the Wallets for OpenID4VCI 
profiles with SD-JWT VC and mdocs 
(HAIP and 23220-3). Projected to 
complete in the next 3 months



OpenID4VC Security Analysis

„Security and Trust in OpenID 
for Verifiable Credentials“ 
document describes the trust 
architecture in OpenID for 
Verifiable Credentials 
specifications, outlines security 
considerations and requirements 
for the components in an 
ecosystem

Master Thesis „OpenID for 
Verifiable Credentials: formal 
security analysis using the Web 
Infrastructure Model“ published: 



Follow QR-Code 
for the “OpenID for 
Verifiable 
Credentials” 
whitepaper

Next: OpenID4VP and OpenID4VCI

https://openid.net/wordpress-content/uploads/2022/06/OIDF-Whitepaper_OpenID-for-Verifiable-Credentials-V2_2022-06-23.pdf
https://openid.net/wordpress-content/uploads/2022/06/OIDF-Whitepaper_OpenID-for-Verifiable-Credentials-V2_2022-06-23.pdf
https://openid.net/wordpress-content/uploads/2022/06/OIDF-Whitepaper_OpenID-for-Verifiable-Credentials-V2_2022-06-23.pdf
https://openid.net/wordpress-content/uploads/2022/06/OIDF-Whitepaper_OpenID-for-Verifiable-Credentials-V2_2022-06-23.pdf
https://openid.net/wordpress-content/uploads/2022/06/OIDF-Whitepaper_OpenID-for-Verifiable-Credentials-V2_2022-06-23.pdf
https://openid.net/wordpress-content/uploads/2022/06/OIDF-Whitepaper_OpenID-for-Verifiable-Credentials-V2_2022-06-23.pdf
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Status: First Implementer‘s draft published on April 1st! 

Easy to use for developers

Various business requirements and user-experiences 
can be achieved 

Various trust frameworks and credential formats can 
be supported 

Various Security levels can be supported 

OpenID for Verifiable Credential Issuance: Highlights



Wallet

⓪ Wallet requests & User authorizes 
credential issuance

③ Credential is issued 

① access token(, refresh token)

② Wallet requests credential

Alice

Credential
Issuer

User Authentication/Identification + Consent 

Credential issuance

OpenID4VCI can be used in conjunction with any other OAuth extension RFC

OAuth-protected API



Authorization Code Flow



Pre-Authorized Code Flow



OpenID4VCI: updates
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• Fulfills a requirement to 
issue multiple Credentials 
with the same claim 
values, but different 
cryptographic materials to 
achieve unlinkability 
without using ZKP

• Optimizes passing 
multiple proofs for each 
Credential Configuration 
in the same Credential 
Request

Optimizing Issuance 
of Credential Batches

• (`authorization_pending`) 
option was removed

• Due to the security 
concerns around 
long-lived authorization 
code, and lack of 
implementations of the 
feature

Deferred 
authori-zation 

removed
• Enables the Wallet to 

notify the Issuer about 
(un)successful issuance 
and deletion of the 
Credential by the user to 
improve UX and 
Credential lifecycle 
management

• A new Notification 
Endpoint hosted by the 
Issuer

Notification endpoint 
introduced

OpenID4VCI: updates



Clarify Wallet/Key attestations 
during Issuance
How wallet/key attestations are 
passed throughout the protocol 
steps, what are the schemas for 
those attestations, etc.

Discussing adding a 
mechanism for the Issuer to 
notify the wallet about certain 
events
For example, process-related, 
risk-related, lifecycle-related events

Optimizing number of 
endpoints
What are pros and cons of having 
separate Credential, Batch 
Credential and Deferred Endpoints?

Issuer Metadata enhancements

Enabling specifying value types for 
the parameters, dark-mode of 
display parameters, etc.

OpenID4VCI: topics under discussion



OpenID for Verifiable 
Presentations
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OpenID for Verifiable Presentations: Highlights

Status: 2nd Implementer‘s draft published in May 2023

Designed for highest degree of privacy (e.g. wallet does not need a 
backend to store and transmit Credentials)

Presentation of multiple Credentials in one response supported

Easy of use for developers

Various Security levels can be supported 

Various Wallet deployment models supported

Various trust frameworks and credential formats can be supported



Same Device Presentation



Cross Device Presentation



• Expected benefits: 

1. Flexible and Privacy-preserving 
credential-based wallet selection and 
getting rid of custom schemes

2. Increasing security of cross-device, 
cross-platform presentation of credentials; 

3. Improved UX (user getting back to the 
same browser); 

4. Improved security (platform-provided 
calling origin)

• Defining how OpenID4VP request can be 
passed using digital credential API being defined 
in W3C 

Profile of OpenID4VP over Digital 
Credentials API

• Ability for the Wallet to negotiate its capabilities 
and request Verifier to include wallet provided 
nonce in the signed request object 

request_uri_method=post

OpenID4VP: updates



Query Language

• Simplifying how the Verifier communicates to the Wallet requirements about the 
Credentials and claims being requested

Transaction Data

• Designing an explicit mechanism how presentation of a particular Credential can 
be bound to a transaction specific data (dynamic linking)

• Flagship use-cases: payments confirmation, QES authorization

OpenID4VP: topics under discussion



Any questions?

EUDI-Wallet | Team-Workshop | 22.05.2024 |
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Mail: 
kristina.yasuda@sprind.org, 
oliver.terbu@mattr.global 

mailto:kristina.yasuda@sprind.org
mailto:oliver.terbu@mattr.global


Backup



Verifiable Credentials



Verifiable Credentials

● A verifiable credential (VC) is a set of tamper-evident claims and metadata 
about real life achievements, qualifications, or attributes that includes a 
cryptographic proof created by the issuer of the credential.

● Examples of verifiable credentials is anything that is currently issued and 
shared on paper form is a candidate for a verifiable credential + more

○ Driving licence

○ Health card

○ Personal identity card

○ Product passport

○ …



What is Decentralized Identity?
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● The User presenting the Identity data directly to the Verifier from the Wallet
○ <> In the federated model where Identity data is sent directly from the IdP to the Verifier

● Usually expressed with the flow below:



Verifiable Credentials: Benefits

● End-Users gain more privacy, and portability over their identity 
information.

● Cheaper, faster, and more secure identity verification, when transforming 
physical credentials into digital ones.

● Universal approach to handle identification, authentication, and 
authorization in digital and physical space.



OpenID for Verifiable 
Credentials
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One entity needs to talk to the large the number of entities, to increase the value of “Decentralized 
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Problems we identified and how we solved them

Problem Solution

A lot of entirely new Protocols. (Hard to get 
security right, steep learning curve) ⇒

Building upon currently widely used protocols: 
OAuth 2.0 and OpenID Connect. (Secure, already 
understood)

No clear winner among Credential Formats ⇒ Designing a protocol agnostic to the Credential 
Formats.

No one way to do key management. ⇒ Designing a protocol agnostic to the key 
management mechanism.

Participating entities cannot typically 
establish trust upfront, using traditional 
mechanisms.

⇒ Flexibility in Trust Management. Third Party Trust.



OpenID for Verifiable 
Credential Issuance

...so here comes OpenID for Verifiable Credentials (OID4VC)!
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Adoption (selected use-cases)

The European Digital Identity 
Wallet[1], ARF v.1.3: “the EUDI 
Wallet Solution MUST support 
OpenID4VCI as an Issuance 
protocol.”

NIST National Cybersecurity 
Center of Excellence[2] is 
running a project implementing 
and testing implementations for 
OID4VP to present mdocs/mDL.

DIF JWT VC Issuance / 
Presentation Profile [3] [4] uses 
OID4VC protocols for the 
enterprise identity use-cases: 
fraud prevention in B2B, B2E 
scenarios.

[1] https://cloudsignatureconsortium.org/new-eu-eidas-regulation-a-quantum-leap-for-electronic-identity/ [2] https://www.nccoe.nist.gov/projects/digital-identities-mdl
[3] https://identity.foundation/jwt-vc-issuance-profile/ [4] https://identity.foundation/jwt-vc-presentation-profile/

https://www.nccoe.nist.gov/projects/digital-identities-mdl
https://identity.foundation/jwt-vc-issuance-profile/
https://identity.foundation/jwt-vc-presentation-profile/
https://cloudsignatureconsortium.org/new-eu-eidas-regulation-a-quantum-leap-for-electronic-identity/
https://www.nccoe.nist.gov/projects/digital-identities-mdl
https://identity.foundation/jwt-vc-presentation-profile/#workplace-credential
https://identity.foundation/jwt-vc-issuance-profile/
https://identity.foundation/jwt-vc-presentation-profile/#workplace-credential


1. Walt.id 
○ https://github.com/walt-id/waltid-ssikit (Kotlin)
○ https://github.com/walt-id/waltid-openid4vc (Kotlin Multiplatform)

2. Sphereon 
○ https://github.com/Sphereon-Opensource/SIOP-OpenID4VP 

(Typescript)
○ https://github.com/Sphereon-Opensource/OpenID4VCI-client 

(Typescript)
○ https://github.com/Sphereon-Opensource/ssi-sdk (Typescript)

3. Microsoft
○ https://github.com/microsoft/VerifiableCredential-SDK-Android 

(Kotlin)
○ https://github.com/microsoft/VerifiableCredential-SDK-iOS 

(Swift)
4. Spruce 

○ https://github.com/spruceid/oidc4vci-rs (Rust)
○ https://github.com/spruceid/oidc4vci-issuer (Rust)

5. EBSI
○ https://api-pilot.ebsi.eu/docs/libraries (Javascript)

Open Source libraries
6. Impierce Technologies

○ https://github.com/impierce/openid4vc (Rust)
7. Animo

○ https://github.com/animo/paradym-wallet (Typescript)
8. Trustbloc

○ https://github.com/trustbloc/vcs (Go)
○ https://github.com/trustbloc/wallet-sdk (Go)

9. Italian Government
○ https://github.com/italia/eudi-wallet-it-python (Python)
○ https://github.com/italia/eudi-wallet-it-pid-provider/tree/

v.1.1.1 (Python)
10. AltMe

○ https://github.com/TalaoDAO/AltMe (Dart)
11. MOSIP

○ https://github.com/mosip/tuvali (Kotlin/Swift/ReactNative)
12. EUDI Reference Wallet Implementation

○ https://github.com/eu-digital-identity-wallet/.github/blob/mai
n/profile/reference-implementation.md

https://github.com/walt-id/waltid-ssikit
https://github.com/walt-id/waltid-openid4vc/
https://github.com/Sphereon-Opensource/SIOP-OpenID4VP
https://github.com/Sphereon-Opensource/OpenID4VCI-client
https://github.com/Sphereon-Opensource/ssi-sdk
https://github.com/microsoft/VerifiableCredential-SDK-Android
https://github.com/microsoft/VerifiableCredential-SDK-iOS
https://github.com/spruceid/oidc4vci-rs
https://github.com/spruceid/oidc4vci-issuer
https://api-pilot.ebsi.eu/docs/libraries
https://github.com/impierce/openid4vc
https://github.com/animo/paradym-wallet
https://github.com/trustbloc/vcs
https://github.com/trustbloc/wallet-sdk
https://github.com/italia/eudi-wallet-it-python
https://github.com/italia/eudi-wallet-it-pid-provider/tree/v.1.1.1
https://github.com/italia/eudi-wallet-it-pid-provider/tree/v.1.1.1
https://github.com/TalaoDAO/AltMe
https://github.com/mosip/tuvali
https://github.com/eu-digital-identity-wallet/.github/blob/main/profile/reference-implementation.md
https://github.com/eu-digital-identity-wallet/.github/blob/main/profile/reference-implementation.md


● A light-weight, low-cost, self-certification program to serve members, drive adoption 
and promote high-quality implementations (since 2015~)

● 2,400+ total certifications to date!
● Benefits (there are more!)

○ Testers get direct support from the OIDF certification team
○ Internationally recognized, award winning
○ Updated as the specification evolves

● Current progress
○ Started development for OpenID for Verifiable Presentations. initial focus is on testing wallets.
○ OpenID for Verifiable Credential Issuance planned 

● Things to know
○ Strictly tests protocol specification conformance and does not test what happens inside the wallet
○ Can be integrated in continuous development and deployment processes
○ Tests are open source

OpenID Foundation Certification for OID4VC 
specs 



● “Security and Trust in OpenID for Verifiable Credentials”

○ Describes the trust architecture in OpenID for Verifiable Credentials, outlines security 
considerations and requirements for the components in an ecosystem.

● Results of the formal security analysis of OpenID for VC protocols were also 
presented at the OAuth Security Workshop in August: “Protocols are secure 
under the assumptions made”. 

OID4VC Formal Security Analysis



Let us tell you more about the protocol

“OpenID for Verifiable 
Credentials” whitepaper
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OpenID for Verifiable Credential Issuance



OpenID for Verifiable Credential Issuance (Highlights)

- First Implementer’s draft published on April 1st!
- It’s an OAuth-protected API

○ Leverages existing OAuth features and implementations
○ Easy of use for developers 

- Supports various Security levels (including high security with hardware bound keys)
- Various business requirements supported (ex. remote and in-person provisioning)
- Different user-experiences can be achieved (multiple ways to initiate the flow)
- Issuer can check Wallet’s capabilities & Wallet can discover Issuer metadata
- New Notification Endpoint - Wallet notifying the Issuer of un/successful issuance
- Open Batch Credential Endpoint request - response being updated



Wallet

⓪ Wallet requests & User authorizes 
credential issuance

③ Credential is issued 

① access token(, refresh token)

② Wallet requests credential issuance
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Authorization Code Flow



Pre-Authorized Code Flow



Authorization Code Flow (Overview)



Pre-Authorized Code Flow (Overview)



Credential Issuer metadata (1/2)
{

    "credential_issuer": "https://credential-issuer.example.com",

    "authorization_servers": [ "https://server.example.com" ],

    "credential_endpoint": "https://credential-issuer.example.com",

    "batch_credential_endpoint":  

"https://credential-issuer.example.com/batch_credential",

    "deferred_credential_endpoint":  

"https://credential-issuer.example.com/deferred_credential",

    "credential_response_encryption": {

        "alg_values_supported" : [

            "ECDH-ES"

        ],

        "enc_values_supported" : [

            "A128GCM"

        ],

        "encryption_required": false

    },

   

    

    "display": [

        {

            "name": "Example University",

            "locale": "en-US"

        },

        {

            "name": "Example Université",

            "locale": "fr-FR"

        }

    ],

 



Credential Issuer metadata (2/2)
{....

    "credential_configurations_supported": {

        "UniversityDegreeCredential": {

            "format": "jwt_vc_json",

            "scope": "UniversityDegree",

            "cryptographic_binding_methods_supported": [

                "did:example"

            ],

            "credential_signing_alg_values_supported": [

                "ES256"

            ],

            "credential_definition":{

                "type": [

                    "VerifiableCredential",

                    "UniversityDegreeCredential"

                ],

                "credentialSubject": {

                    "given_name": {

                        "display": [

                            {

                                "name": "Given Name",

                                "locale": "en-US"

                            }

                        ]

                    },

      

            "proof_types_supported": {

                "jwt": {

                    "proof_signing_alg_values_supported": [

                        "ES256"

                    ]

                }

            },

            "display": [

                {

                    "name": "University Credential",

                    "locale": "en-US",

                    "logo": {

                        "url":  

"https://university.example.edu/public/logo.png",

                        "alt_text": "a square logo of a university"

                    },

                    "background_color": "#12107c",

                    "text_color": "#FFFFFF"

                }

            ]

        }

    }

}



Credential Offer
openid-credential-offer://?credential_offer_uri=https%3A%2F%2Fserver%2Ee

xample%2Ecom%2Fcredential-offer.json

{

   "credential_issuer": "https://credential-issuer.example.com",

   "credential_configuration_ids": [

      "UniversityDegreeCredential",

      "org.iso.18013.5.1.mDL"

   ],

   "grants": {

      "urn:ietf:params:oauth:grant-type:pre-authorized_code": {

         "pre-authorized_code": "oaKazRN8I0IbtZ0C7JuMn5",

         "tx_code": {

            "length": 4,

            "input_mode": "numeric",

            "description": "Please provide the one-time code that was 

sent via e-mail"

         }

      }

   }

}



Example: Credential Request - Authorization Details

GET /authorize?

  response_type=code

  &client_id=s6BhdRkqt3

  &code_challenge=E9Melhoa2OwvFrEMTJguCHaoeK1t8URWbuGJSstw-cM

  &code_challenge_method=S256

&authorization_details=%5B%7B%22type%22%3A%20%22openid_credential%22%2C%20%

22credential_configuration_id%22%3A%20%22UniversityDegreeCredential%22%7D%5

D

  &redirect_uri=https%3A%2F%2Fclient.example.org%2Fcb

Host: server.example.com



Example: Credential Request - Scopes

GET /authorize?

  response_type=code

  &scope=UniversityDegreeCredential

  &resource=https%3A%2F%2Fcredential-issuer.example.com

  &client_id=s6BhdRkqt3

  &code_challenge=E9Melhoa2OwvFrEMTJguCHaoeK1t8URWbuGJSstw-cM

  &code_challenge_method=S256

  &redirect_uri=https%3A%2F%2Fclient.example.org%2Fcb

Host: server.example.com

Response

HTTP/1.1 302 Found
Location: https://Wallet.example.org/cb?
    code=SplxlOBeZQQYbYS6WxSbIA



Example: Token Request (authorized code)
POST /token HTTP/1.1
Host: server.example.com
Content-Type: application/x-www-form-urlencoded
Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW

grant_type=authorization_code
&code=SplxlOBeZQQYbYS6WxSbIA
&code_verifier=dBjftJeZ4CVP-mB92K27uhbUJU1p1r_wW1gFWFOEjXk
&redirect_uri=https%3A%2F%2FWallet.example.org%2Fcb



Example: Token Request (pre-authorized code)
POST /token HTTP/1.1

Host: credential-issuer.example.com

Content-Type: application/x-www-form-urlencoded

grant_type=urn:ietf:params:oauth:grant-type:pre-authorized_code

&pre-authorized_code=SplxlOBeZQQYbYS6WxSbIA

&tx_code=493536



Example: Token Response
HTTP/1.1 200 OK
Content-Type: application/json
Cache-Control: no-store

  {
    "access_token": "eyJhbGciOiJSUzI1NiIsInR5cCI6Ikp..sHQ",
    "token_type": "bearer",
    "expires_in": 86400,
    "c_nonce": "tZignsnFbp",
    "c_nonce_expires_in": 86400,
    "authorization_details": [
      {
        "type": "openid_credential",
        "credential_configuration_id": "UniversityDegreeCredential",
        "credential_identifiers": [ "CivilEngineeringDegree-2023", 
"ElectricalEngineeringDegree-2023" ]
      }
    ]
  }



Example: Credential Issuance (format/type) 
HTTP/1.1 200 OK

  Content-Type: application/json

  Cache-Control: no-store

  Pragma: no-cache

{

  "credential" : "eyJhbGciOiAiRVMyNTYifQ.eyJfc2QiOiBbIl

   ...

   gImVtYWlsIiwgInRlc3RAZXhhbXBsZS5jb20iXQ"

}

POST /credential HTTP/1.1

Host: credential-issuer.example.com

Content-Type: application/json

Authorization: BEARER czZCaGRSa3F0MzpnWDFmQmF0M2JW

{

   "format":"vc+sd-jwt",

   "vct":"Identity",

   "proof":{

      "proof_type":"jwt",      

"jwt":"eyJhbGciOiJFUzI1NiIsInR5cCI6Im9wZW5pZDR2Y2ktcHJvb2Yrand0Iiw

...

jhe0xQmfIBCQz20xVjaM91ODdIt5JX_ztrcq4nkglH907Ofbugg"

   }

}

Request Response 



Example: Credential Issuance (identifier) 

HTTP/1.1 200 OK

  Content-Type: application/json

  Cache-Control: no-store

  Pragma: no-cache

{

  "credential" : "eyJhbGciOiAiRVMyNTYifQ.eyJfc2QiOiBbIl

   ...

   gImVtYWlsIiwgInRlc3RAZXhhbXBsZS5jb20iXQ"

}

POST /credential HTTP/1.1

Host: server.example.com

Content-Type: application/json

Authorization: BEARER czZCaGRSa3F0MzpnWDFmQmF0M2JW

{

   "credential_identifier": "CivilEngineeringDegree-2023",

   "proof": {

      "proof_type": "jwt",

      "jwt":

      

"eyJ0eXAiOiJvcGVuaWQ0dmNpLXByb29mK2p3dCIsImFsZyI6IkVTMjU2IiwiandrI

    

jp7Imt0eSI6IkVDIiwiY3J2IjoiUC0yNTYiLCJ4IjoiblVXQW9BdjNYWml0aDhFN2k

      

xOU9kYXhPTFlGT3dNLVoyRXVNMDJUaXJUNCIsInkiOiJIc2tIVThCalVpMVU5WHFpN

      

1N3bWo4Z3dBS18weGtjRGpFV183MVNvc0VZIn19.eyJhdWQiOiJodHRwczovL2NyZW

      

RlbnRpYWwtaXNzdWVyLmV4YW1wbGUuY29tIiwiaWF0IjoxNzAxOTYwNDQ0LCJub25j

      

ZSI6IkxhclJHU2JtVVBZdFJZTzZCUTR5bjgifQ.-a3EDsxClUB4O3LeDD5DVGEnNMT

      01FCQW4P6-2-BNBqc_Zxf0Qw4CWayLEpqkAomlkLb9zioZoipdP-jvh1WlA"

   }

}

Request Response 



Example: Issued Credential
{

 "iss": "https://credential-issuer.example.com",

 "iat": 1516239022,

 "exp": 1516247022,

 "vct": "https://credentials.example.com/identity_credential",

 "_sd": [

   "UiuRGkTW7e_5UQauGeQRQdF8u3WYevS4Fs0IuB_DgYM",

   "tmPlXq0MID-oRXbUNHyoVZrc9Qkm8cwJTohVyOVlUgQ",

   "vTz0JI103v4k4pKIloT83Yzi33L1SdZlWBPmsfJBefk"

 ],

 "_sd_alg": "sha-256",

 "cnf": {

   "jwk": {

     "kty": "EC",

     "crv": "P-256",

     "x": "TCAER19Zvu3OHF4j4W4vfSVoHIP1ILilDls7vCeGemc",

     "y": "ZxjiWWbZMQGHVWKVQ4hbSIirsVfuecCE6t4jT9F2HZQ"

   }

 }

}



Wallet Attestation Architecture

● Differentiate Client and Client Instance
● Client Backend attests a Client Instance
● Client backend may perform any number 

of security checks before issuing a 
key-bound attestation JWT to the client 
instance, however, steps 2 and 4 are out 
of scope

○ Mechanisms of authentication
○ Issuance process

● Trust mechanism  for the Client Backend 
public key is out of scope



Wallet Attestation Architecture

● Proof of possession enabled client 
authentication method

● Can be used to authenticate the key used to 
bind to an access token via DPoP

● Direct mode of authentication between the 
client instance and the authorization server 
rather than a backend for front end pattern

● Avoids the client instance from having to 
register with the AS via DCR



Example - Wallet Attestation

{
    "alg": "ES256",
    "kid": "11"
}
.
{
  "iss": "https://client.example.com",
  "sub": "https://client.example.com",
  "nbf": 1300815780,
  "exp": 1300819380,
  … //other claims, e.g. key type, user authentication, LoA
  "cnf": {
    "jwk": {
      "kty": "EC",
      "crv": "P-256",
      "x": "18wHLeIgW9wVN6VD1Txgpqy2LszYkMf6J8njVAibvhM",
      "y": "-V4dS4UaLMgP_4fY4j8ir7cl1TXlFdAgcx55o7TkcSA"
    }
  }
}

Key used to verify the Client Attestation PoP



Example of Wallet Attestation from HAIP



OpenID for Verifiable Presentations



OpenID for Verifiable Presentations (Highlights)

- On a path to start Third Implementer’s draft
- Designed for highest degree of privacy
- Easy of use for developers 
- Supports various Security levels (e.g. mutual authentication among the parties)
- Different user-experiences can be achieved (same-device and cross-device)
- Presentation of multiple Credentials supported
- Various Wallet deployment models supported

- All local to a native app
- Native app with cloud backend
- Web wallet

- New Ability for the Wallet to negotiate its capabilities and request Verifier to include wallet 
provided nonce in signed request object

- New OpenID4VP over Browser API in the works
- Open Optimization or the Replacement of the query language



Same Device Presentation



Cross Device Presentation



Same Device (Overview)



Cross-Device Flow (VP Token sent via HTTP POST)



Same Device (VP Token sent via HTTP POST + redirect)



Presentation Request 
{
    "id":"mDL-sample-req",
    "input_descriptors":[
        {
            "id":"org.iso.18013.5.1.mDL",
            "format":{
                "mso_mdoc":{
                    "alg":[
                        "EdDSA",
                        "ES256"
                    ]
                },
            },
            "constraints":{
                "limit_disclosure":"required",
                "fields":[
                    {
                        "path":[
                          "$['org.iso.18013.5.1']['family_name']"
                        ],
                        "intent_to_retain":false
                    }
                    {
                        "path":[
                   "$['org.iso.18013.5.1']['driving_privileges']"
                        ],
                        "intent_to_retain":false
                    }
                ]
            }
        }
    ]
}

  GET /authorize?
    response_type=vp_token
    &client_id=https%3A%2F%2Fclient.example.org%2Fcb
    &redirect_uri=https%3A%2F%2Fclient.example.org%2Fcb
    &presentation_definition=...
    &nonce=n-0S6_WzA2Mj HTTP/1.1
  Host: wallet.example.com

presentation_definition



Presentation Response

{
    "definition_id": "mDL-sample-req",
    "id": "org.iso.18013.5.1.mDL",
    "descriptor_map": [
        {
            "id": "mDL",
            "format": "mso_mdoc",
            "path": "$"
        }
    ]
}

presentation_submission

vp_token
HTTP/1.1 302 Found
  Location: https://client.example.org/cb#
    presentation_submission=...
    &vp_token=...

{
    "status": 0,
    "version": "1.0",
    "documents": [
        {
            "docType": "org.iso.18013.5.1.mDL",
            "deviceSigned": {
                "deviceAuth": {
                    "deviceMac": [
                        << {1: 5} >>,
                        {},
                        null, h'A574C64F18902BFE18B742F17C581218F88EA279AA96D0F5888123843461A3B6'
                    ]
                },
                "nameSpaces": 24(h'A0')
            },
            "issuerSigned": {
                "issuerAuth": [
                  << {1: -7} >>,
                    {
                        33: 
h'30820215308201BCA003020102021404AD06A30C1A6DC6E93BE0E2E8F78DCAFA7907C2300A06082A8648CE3D040302305B310B3009060355040613025A45312E302C060355040A0C25465053204D6F62696C69747920616E64205472616E73706F7274206F66205A65746F706961311C301A06035504030C1349414341205A65746573436F6E666964656E73301E170D3231303932393033333034355A170D3232313130333033333034345A3050311A301806035504030C114453205A65746573436F6E666964656E7331253023060355040A0C1C5A65746F70696120436974792044657074206F662054726166666963310B300906035
5040613025A453059301306072A8648CE3D020106082A8648CE3D030107034200047C5545E9A0B15F4FF3CE5015121E8AD3257C28D541C1CD0D604FC9D1E352CCC38ADEF5F7902D44B7A6FC1F99F06EEDF7B0018FD9DA716AEC2F1FFAC173356C7DA3693067301F0603551D23041830168014BBA2A53201700D3C97542EF42889556D15B7AC4630150603551D250101FF040B3009060728818C5D050102301D0603551D0E04160414CE5FD758A8E88563E625CF056BFE9F692F4296FD300E0603551D0F0101FF040403020780300A06082A8648CE3D0403020347003044022012B06A3813FFEC5679F3B8CDDB51EAA4B95B0CBB1786B09405
E2000E9C46618C02202C1F778AD252285ED05D9B55469F1CB78D773671F30FE7AB815371942328317C'
                    },
                    <<
                      24(<<
                          {
                            "docType": "org.iso.18013.5.1.mDL",
                            "version": "1.0",
                            "validityInfo": {
                                "signed": 0("2022-04-15T06:23:56Z"),
                                "validFrom": 0("2022-04-15T06:23:56Z"),
                                "validUntil": 0("2027-01-02T00:00:00Z")
                            },
                            "valueDigests": {
                                "org.iso.18013.5.1": {
                                    1: h'0F1571A97FFB799CC8FCDF2BA4FC29099290AAD37AE37ACE3C3BAE85C6379AD5',
                                    2: h'0CDFE077400432C055A2B69596C90AAA47277C9678BFFC32BBC7F0CF82713B8E',
                                    3: h'E2382149255AE8E955AF9B8984395315F3A38427C267F910A637D3FC81F25BB4',
                                    4: h'BBC77E6CCA981A3AD0C3E544EDF8B68F19F4DACF1AF2AA0E6436401B4539ABA2',
                                    6: h'BB6E6C68D1B4B4EC5A2AE9206F5F976A32061FA878BD5B44476F96D35462F6B2',
                                    8: h'F8A5966E6DAC9970E0334D8F75E24DC63832E73A56AEF21C0D4B91487FC6AB03',
                                    9: h'EAD5E8B5E543BD31F3BE57DE4ED6CCF7BB635221725F80538165DA7DC0BF92BB',
                                    11: h'38CE9A09DC0121E1A9C2EF3EE2456530C2183AA8326FBE13B7D19A17DF77E980',
                                    12: h'DEFDF1AA746718016EF1B94BFE5FB7774B8665F57D48ADAB83ABE0B28C22DB59',
                                    13: h'A8868DF71AA4FB7D0AD3459C2E75E63767FE477B5A8FDF45537E936AFAB59C44',
                                    15: h'95B651F1BA60EF5867E63E8DB1B0328464E5B66775E213B743A1E31F8EFBD9CB',
                                    16: h'364E3C65D46D06FEDEB0E7293A86BA45FDFA99AA1A6DA3C3289B6E073B589922',
                                    17: h'B584E5D5EF4CFC93FDB1E4EE8F3996090EF0B1E8FD2AC594D7D8793093BB328F',
                                    18: h'677468F3E28CAAB521337E0FEF7FFEB067D2A2704F88B5D50D84CAF17209BA25',
                                    19: h'95501E3E769230DC945CFBDC707C45218459F1129EFD5088BDA672CEF5991598',
                                    20: h'677FACBBCA2EB9306BD649227B9AD66DF4A9AF6A5AB7D073F1BAAC23254B6D78',
                                    22: h'BCCFB15CB36125BF1ECBFDE32FF908BD3BAA2DC0BA949B673E96CBA26902059F',
                                    23: h'F9EE4D36F67DBD75E23311AC1C294C563992463A30B47039D25E03B6C6EFFCA3',
                                    25: h'AFC5A127BE44753172844B13491D880C3768691A4C9916E5257CEFA4BAA74654',
                                    26: h'1E1DA854356D3CFB7D983B8105F8A081057D4D01E910F263143BDC9AF1EF363C'
                                }
                            },
                            "deviceKeyInfo": {
                                "deviceKey": {
                                    1: 2,
                                    -1: 1,
                                    -2: h'B820963964E53AF064686DD9218303494A5B23A175C34CC54AD1D9244EFD0BA5',
                                    -3: h'0A6DA0AF437E2943F1836F31C678D89298E93D7E95057FD4D04E8E3EC2BBA935'
                                }
                            },
                            "digestAlgorithm": "SHA-256"
                          }
                      >>)
                    >>,
                    h'1AD0D6A7313EFDC38FCD765852FA2BD43DEBF48BF5A516960A685162B2B8242935861329ECB54F68234FC88A0228EC5DF22CB9689EC5053C80EDC59CC99EE80D'
                ],
                "nameSpaces": {
                    "org.iso.18013.5.1": [
                        24(<<
                            {
                              "digestID": 1,
                              "random": h'E0B70BCEFBD43686F345C9ED429343AA',
                              "elementIdentifier": "expiry_date",
                              "elementValue": 1004("2030-02-22")
                            }
                        >>),
                        24(<<
                            {
                              "digestID": 6,
                              "random": h'AE84834F389EE69888665B90A3E4FCCE',
                              "elementIdentifier": "given_name",
                              "elementValue": "Doe"
                            }
                        >>),
                        24(<<
                            {
                              "digestID": 11,
                              "random": h'960CB15A2EA9B68E5233CE902807AA95',
                              "elementIdentifier": "issuing_country",
                              "elementValue": "UT"
                            }
                        >>),
                        24(<<
                            {
                              "digestID": 13,
                              "random": h'9D3774BD5994CCFED248674B32A4F76A',
                              "elementIdentifier": "document_number",
                              "elementValue": "ES24689"
                            }
                        >>),
                        24(<<
                            {
                              "digestID": 15,
                              "random": h'EB12193DC66C6174530CDC29B274381F',
                              "elementIdentifier": "portrait",
                              "elementValue": 
h'89504E470D0A1A0A0000000D49484452000001F3000001F20803000000C88DD7DC0000001974455874536F6674776172650041646F626520496D616765526561647971C9653C00000180504C5445336D82D0B293417E9A4848484684A24A8CAE306A7ED1C8D144809D357085407D993F7B96B3B3B0275D718687864765734886A54A8BAC3E7A954A8AAB38738ACFA8CE4686A53C7993FEE6CF4787A74785A44584A33D7A94A18B7655555543819E3A768F498AACE4D6E339748D4B8CADAC67AA71706F74878436718845565D4545454A5F68FEF0E3395965E2C5A545748A2E5A69FDDCBCB0AA9737515A515151F1CAA33B77904C4C4C3E7
B96939B986D929EB79C824783A044494BD1BDA35B899BA0A5A2466D7D4C839AFDD2A84F879F424D524C8DAF515B5FFFFFFF467E9AA458A25357594888A840778F42809C4989A94582A04583A1417F9B40748B4482A043819D4483A14888A7407C973C78913A758D3E79934889AA3B7891427F9C42809D4889A9498AAA3A758E417E994988A843809D39748CBA82B9E9E6E98E7C6CF3F3F3E6BD9E50555773685D5E5E5FFDD5AE5C5651504D4BF9F4F9F3EAF3FEFCF9675F57FEF8F14170845C7A7E38748E6A4E69487F9B467B94925591816E80534A530E2CDF5E00001E3B4944415478DAECDDEB6313C77600F031A212B13D1675E340C15E
A7BAB588A41819635FD72832288A6AC55CA879A55052726FD35BD960630C01737BDDF65FAF64F9A1C7AE761E6766CE91E77C49F20556FBCB397366667796FD33C2F89BC8F8C793F8DB88F887BF0B8D3FFDE9E79F7FFEE31FFFA533FED015FFF9877F6DC6DFF7C5E5767C751447FF7AAD372E5E3F8D8B47F1E8347E3A8AA7EDD83C89E6BFCF76C7B3A3F8F3A54B977EF9E56167BC3A89C7EDB8D015BF8E76C6F3EE18EB89C9C9C9E9664C4E324F7EDEC8319A7B72B3E4D3CC939F37727CE69EDC34393A734F6E9C1C9BB927374F8ECCDC935B20C765EEC96D90A332F7E456C831997B723BE45798273F6FE42F99273F6FE468CC3DB935722CE
69EDC1E3912734F6E911C87B927B7498EA26FF7E456C931987B72BBE408CC3DB96572F7E69EDC36B973734F6E9DDCB5B927B74FEED8DC933B20776BEEC95D903B35F7E44EC85D9A7B7237E40ECD3DB923F217CC939F377267E69EDC19B92B734FEE8EDC91B9277748EEC6DC93BB247762EEC99D92BB30F7E46EC91D987B72C7E4F6CD3DB96B72EBE69EDC39F9BF334F7EDEC82D9B7B7204E476CD3D390672ABE69E1C05B94D734F8E83FCF7CC939F37727BE69E1C0BB935734F8E86DC96B927C7436EC9DC932322B763EEC931915B31F7E4A8C86D987B725CE416CC3D393272F3E69E1C1BB971734F8E8EDCB4B927C7476ED8DC932324FF9A
79F2F3466ED4DC93A3243769EEC971921B34F7E448C9CD997B72ACE4C6CC3D395A7253E69E1C2FB921734F8E98DC8CB927C74C6EC4DC93A3263761EEC971931B30F7E4C8C9FF839D1FF2C362259DCE35A3963F895AEB3FD3E974B1788EC8C1CD31926F36B173E57C4CD49AF8C54BE7801CDA1C1DF961A523AD05A29C4B1F1C0E37F9BFB12126FFB1129FDD51F0C5E1258735C7447E98AEE5B5A2E93E9CE4A0E678C8B5C14FDD0F878F1CD21C0BF9771518F0E3D62E5D1C3272407324E43FA6CB79E0A8158AC3440E678E83FCC742DE48D45A457E48C8C1CC51909B126F8FED0743420E658E817CD3A4783BD97F1D067220730CE49572DE7C1
40EE993C39823203FACE5ED44AE489DFC776C38C8D3797BD154274D0E61EE9EDC5A929FAA5326FF2F3604E45646F21EF543BAE4FAE6EEC90B79175138A44AAE6DEE9C7CB3967713E50A51725D73D7E4C58A2BF256817F40925CD3DC297931EDD0BB1D698AE47AE60EC98B85721E419CA63A21722D7367E4DF556A792451AE9023D7317745FE5DBA9C4714056AE41AE6AEC82BA8C45BF5FD392D72757347E4C55A1E5DD41E902257367743FE5D3A8F31CA4F2891AB9ABB213FACE5F378D1A9907FC9089157F268A3894E865CCDDC09F977853CE2288F9121573277435ECBA38EDA181572157327E47F454EDE9CB25121573077427E58CEA38F
34117279734F1E194F68904B9BFBB17CC0904E835CD6DC930FACEE24C825CDDDCCCB73792AF18402B99CB91BF23419F27C8E02B994B95F7D8B8DF931FCE432E66EC8FF5AA6645EE663E8C925CC1D6D9ED6F2A4E2361FC34E2E6EEE883C9D27169C8F2127173677447E488DBC99E8FC9F70938B9ABB7A102A47CEBC99E8FCF7A8C905CD9D3DFB468FBC95E827E838C9C5CC9D3DE15A23685EE627E848C985CC9D3DC79ECEE789267A0B1D2BB988B9BB5717CA24CD6BFC081D2DB980B9BB179468A6793EBF7084FE2556F2787377E444D3FCB8B873FE0D52F2587387AF2156F25483F7A2A3228F3377F9B2718DACF9420F3A2EF2187397E445B
2E4C75DDC293A32F26F18DA23050A74CD4F8A3BE70C21F94073A7E49B65C2E6B74FD193F8C80799BB3D2BA64298FCACB837D1D1910F30777C3C508EB2F95971EF4547401E6DEEFA4428D2E4A79D7B2F3A06F24873E78780D136BFCD3BD1AFA0228F32777ED45F9AB6799977C5154CE411E6EE0FF4ACE587A7B89FA023210F37774FBE499CBCBBB8B7D1B190879A23388F5D6538DFDF456CCEAFA0210F33C7F0A10DC9E17C3F5B1AA956AB25B4037A335E60210F3147F10525A9D9F976A97A1C25B4037A33FE8284BCDF1CC777D2C4175EF76796AB67B18DB7B8B7D05190F799E320DF5413C7841E62CE7F8782BCD71CC90730455BB8ED1E71
44E8651E868E81BCC71CCB676EC53658DE8D544302CB98CE07A03B25EF3647F331EBB4629263425F0845FFC63D7997399EEF978B3C2F51AA46C5C83ED601BD195F3827EF34C7432E3055DB1FA946C79B8F78CDF917AEC93BCC1191C79B0F24AF5697117472351E85EE98FCCC1C13F9E59A1E796B50DFC7D9C41DA3BB243F3547457E599BBC39A87FC4D9C4B5CBBB4BF22F1846F23873017204F53DDA9C275D921F9B2323BFACDAB1F7A4FA3B944D5C27BA0BF2B63936F2C1E6DB55D1709BEA83CC8FD19D901F99A3231F68BE5B950897A37A8DC7A1BB216F99E3231F64BEFFA62A15EE1AF8328F417744DE344748FE15C0607E56E067D04DD
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34AF40A557362E488129D649AB7CCA9913FFF7ED9A7B99E3939F2E7CFEFF934D73227488E26D12BA4CD49916319D189A6F9B13931F2E7777C9AEB9A5323C7614E35CD8FCCC991E330AF1036A747FE7CCCAFB46B99532447604E7143EDC49C243902F3094EDC9C1AB97BF39B9CB83939F231E70F4E7C266E4E8FDCBD39A76D4E90DC9BEB995324F7E6FA6BAFD4C8BDB9B63939F2B17BDE5CCF9C1EB937D7342748EECDF5CC29927B732D7392E4DE1CD49C04F9D81D6F0E674E83DC9B039A13219FF4E660E654C8BD39983919726F0E654E877CDA9BC39813229FBEEBCD21CC29914F4F7B7300735AE493FED1287D7362E4AECD4786C09C1AB9
37D73627473EEDCD35CDE9917B734D7382E4DE5CCF9C22F9F4B237D73027493EBDE6CDD5CD69927B731D739AE4DE1CC49C14B93787302745FEFD1DC76741AEDD4DD237A7447E2755AF5F756B7EB55E4FDD256E4E88FCE06DBD8EC1BCBE555BA06C4E883C9DB8D732FFD6BD797DA27C9BAE391DF2835A22F11A8B7926912099EA8C14793A914864EB58CCEB6F13098AA9CE08913F692679A25DDA71984FB4AEA746D09C0C79BADCBAC589141EF3F1A30B2A53ABEF8C0AF9EF7389766CE1314F1D5FD26D8AE6F8C90F6AC7F73751C763BE75724DB45A3946833C7D7277136FDBE675B7E69FDA17717A55E57962E6E8C94FEBFA69DBEE7851E65
6BDC79C547D6704C80FCA897E73A7C5FDDBE38BC8765C189DFACEF093A7138910F3FA2D77E47BF510733AA9CEB0933FC925C2CD3FB94FF31E732A5375869CBC524E4498BB1BD16FD523CC894CD5196AF207854422D2FC3747D57DEFB748731AF59D61263F9B948799D73FEDB9ADEC61E6145A3986983C5D4E0C3477D3BB7790B73659FA027F7D6768C91FE41289187317E8573BFFFED02B445FDF1956F24A39116F6E1FBD8B3CC21C7BAA339CE411497EB6DEEE08BD9BBC1E7991B7919B23240F6BDEC2CDEDA2F79067A2AF12732BC7109287CCD03AE2752FFA9E93F6AD732F9558AA3384599E1B742B8F9F99A8DB9FB2EDF5920F36C78BCE
10B66F92E69616676E7DEAFB8BEF0DBCD01A6A7364F3F2817732315EEF0F0BCBB0B77EAB0F9339B635F6C1E6F742CC8D0FEA7B57C3FED62C5973743B6983CD27C2EEBEE1FA1E52D7E3CD1378CD91EF97C72CCA74D4F73D5B53B4F8E939727364E44FD2EB4B31B73202A0FEE996D524AFD75FC75C68909B5F406C8E635E5E29DC0F8220CEFC7514BA91517DEF6AE45F978AB9D0A5E68FD9C92D203547405E49AF07EDD88FB995A94884FA6F57AD25F9E92B0D83CD8FD891A53B4340FEE0205D08CE6225213F593B4BF55B6697613A6355CC1C9D3B734CFEE02CBF45CD57EB0303AEC00F28EB226D7B62BFFB77A171670EC99BE97D3FE88F38F
3EC608966818751BFFA5BCC5F14C899A381676EC80F2A85F520221271ED703D2E3E5D353B908BB5ED8995A85F989B770ACFAC930FE216323F7E4BD1A8FAAD6FE3FF8E94B2F971C2BB826716C95F16D331DC62E6A97ADDACBA8878DC6A7B9CF971C6BB28F5CC0E79B35513E10E04A6E7112BEE70EA62E2C7270E689A3B8167C6C98B95F0564DDD7CA25E37A77EF593E89F9E8DBD50895F7DD4DC2DD8343743FEB258114D6E29F3B775E190ECE1F7C4C56357DB25CD2D0EF2CC0CF95831ADC02DB40C3770F5556B95662F767626D5C22998DBA9F5CC00F958A510A8878079AA2E159F84925D7418175D79ED5E8853C87893E6C0E463E9402B56
12504D5C47898F5B9C934B71B1164ECBBCC5BE60CC1C98BCB81E18379FA8CBC720F5BD6F15FEC0B7A6CD9B45DEDC7A3B24B966928B9907759588ACF0F2392EB20A07601EEC983207241F2B68930702F75264254EF8A18ABD4F4A7F98400B17BAE08EA0BE3350F2F5C08E79AAAE1657C59E6705598503313782CEB0910B99AFD6A1D0AFAAFE495981CB5C0950A2336CE44B22E6D93A10BA6A96C76FA442991B4067C8C8C5CC13CAE6DDC74DED29936712B6CCE11B3906D6B1C3900B9AA794CD3F0D7AE910744506CA1C1C9DE199A4092FC3A9ACCA8456F75BEA7FCA84D06502DD939C31732DF24A60D55C7940FF90C9BC398EE5EA2775F3B73
6CD837943E67AAB6F50BF4E6449467E40DFCA4C4D351A731B7DD1684C4D653EC8936F25AC9A070B46CCF5D6D8EFDB36171ED03F34B537E2A2319531309C039AEF9830D7DB492B04B6CDC74575E2C1DB3137B5053E9CEB2FBE1A19D21904F9011C7920763385B759DE6F88C7FB0F5BB0C339A039E490CE20F6CBEFDB3717DD66C948983736E63E800EE790E63BC0E69A4FC500567661F34406B6B49FB0BF871CCE21CD01AB3BD32787ACEC824B32C203FAD48664342087735073B8DE9D699303ADB9CA9A4F4057F6E398021CCE2136D60C5477A6FDB8633A70622E3243FF30276FBEB105379CC39A83B5714C97FC41E0C83C053E981F4FDADE
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0516F8E22E6C3E45B2B4CB0EE84C90DCDA706EA2B80B7FBAA141B2B4CB0EE84C8C7CDAE6FBA8E0C55DD87C8E6469971DD09918F9B4CDA306C0D7DCC53FD142B3B44B0EE84C8C7C7A3D2092E8AFD597E1FA1B7722A55D72406762E4764F0E827E5A46F903D8444ABBE480CE84C8A7ED1E2F015CDC3F889B4FC13DFC68F5C4897915F3C1E4D3568F97802EEE12DFC66E803DFC68B5B4CB0DE84C887CDAF26951B0C55DC27C0EECB9F67DAB376C47DE3C8E7CDA2E39707197F99CE67B32CFB5AB0FE84C88FCC0F22F802DEE32E61932CFB5AB0FE84C84DCF6700EFC12938CF91491579674067426427EC5FEE18F90C5BDA1684EA8B44B0DE84C8
4FCE5BA7573C8375465CC1B344BBBD480CE44C89F58FF05A0C55DC67C8EC241039A033A13207FE9E22C678D1B9E555E86EB6ADCDF524A7399019D0990BF4C07B4127D4BC33CA3773C989B0E4EC73C9CFC6521A095E8E392E7FB86367113A44ABBCC360B13207FE9E227E8747159D565B84E738DFFE9F65DDCAF0525F328F20327E660C55DCEBC0150DA9DDCAF7915F328F22B1527BF01ACB8A7A4CCE7F44B3BF62FF2B078F22BE9805AA2BF555D863B6BDC03521D9CD4AA0C8B27BFB21E904BF48CBA798666699768E2583CF91547BF41E775C55575F329DDD2BEE4E8762D489A0F223F70651EC014F78682F96B7A692EDEC4B1587257C3B9
DE742DA36CDED07C106EDFD5DDCA49990F24BF52080826FAAAF421135D8DFB04BD34176FE2582CB9B3164E2BD103C5A5D776E3FE9ADA444D6A4067B1E457DCFD089DE95A4AD93CA355DA1DDEAD7961F338F20387BF42A3B84FA82DC3B59BB82CC53417378F2377D8C269257AA061BE456FA226D3C4B13872972D9C56A2A754CD1B1AA5DD659A0B37712C8EDCB1F99276719F92359FD328ED4B4E6F966013C7E2C85F0401D1447FAD68BE9122D9C1890FE82C8EFCC0B1B9FA02ECB8AAF9FF124D7309F381E42F2A01D5449F505A866BC6FF114D73D1268EC590BF480764137D4BCDFC7FA8A6B96813C762C85FAC0764137D5C65E97563E3BFA
9A6B96813F7FF020C008EA9ADF1AC1529080000000049454E44AE426082'
                            }
                        >>)),
                        24(<<
                            {
                              "digestID": 19,
                              "random": h'DB143143538F3C8D41DC024F9CB25C9D',
                              "elementIdentifier": "birth_date",
                              "elementValue": 1004("1980-02-05")
                            }
                        >>),
                        24(<<
                            {
                              "digestID": 20,
                              "random": h'6059FF1CE27B4997B4ADE1DE7B01DC60',
                              "elementIdentifier": "family_name",
                              "elementValue": "John"
                            }
                        >>),
                        24(<<
                            {
                              "digestID": 22,
                              "random": h'1E69C89C81B21A1BA56ACA3E026A2A3F',
                              "elementIdentifier": "issue_date",
                              "elementValue": 1004("2020-02-23")
                            }
                        >>),
                        24(<<
                            {
                              "digestID": 25,
                              "random": h'CAD1F6A38F603451F1FA653F81FF309D',
                              "elementIdentifier": "driving_privileges",
                              "elementValue": [
                                  {
                                      "issue_date": 1004("2018-08-09"),
                                      "expiry_date": 1004("2024-10-20"),
                                      "vehicle_category_code": "A"
                                  },
                                  {
                                      "issue_date": 1004("2017-02-20"),
                                      "expiry_date": 1004("2024-10-20"),
                                      "vehicle_category_code": "B"
                                  }
                              ]
                            }
                        >>),
                        24(<<
                            {
                              "digestID": 26,
                              "random": h'53C15C57B3B076E788795829190220B4',
                              "elementIdentifier": "issuing_authority",
                              "elementValue": "UTOPIA"
                            }
                        >>)
                    ]
                }
            }
        }
    ]
}



New request_uri method POST

- A new mechanism that allows the Wallet to provide to the Verifier details 
about its technical capabilities. This enables the Verifier to generate a 
request that matches the technical capabilities of that Wallet. 

- New request_uri_method Authorization Request parameter is introduced. 
When the value of request_uri_method is `post`, the Wallet can make an 
HTTP POST request to the Verifier's request_uri endpoint with information 
about its capabilities 

- When request_uri_method is absent or has the value of `get`, or the Wallet 
does not support new POST method, the Wallet continues with JWT-Secured 
Authorization Request (JAR) [RFC9101].



Example: Authorization Request with 
request_uri_method POST

  GET /authorize?

    client_id=client.example.org

    &client_id_scheme=x509_san_dns

    &client_metadata=...

    

&request_uri=https%3A%2F%2Fclient.example.org%2Frequest%2Fvapof4ql

2i7m41m68uep

    &request_uri_method=post 

Request 



request_uri_method = post (2/2)
Same Device (Request URI POST + Direct POST + redirect)



request_uri_method = post (1/2)
Same Device (Request URI POST + Direct POST + redirect)



OpenID4VP over Browser API



Why?

- Getting rid of custom schemes in favor of a flexible and privacy 
preserving model for Wallet selection based on request data.

- Secure cross device, and even cross-platform, presentation of 
credentials.

- UX: guarantee that the user will end up on the same browser, where it 
started.

- The web platform provides the calling origin (or the app package if 
calling from an native app) that can be used as additional data point by 
the Wallet



Browser API Overview



OpenID4VP over Browser API proposal: unsigned request
const credential = await navigator.identity.get({

   digital: {

       providers: [{

           protocol: "urn:openid.net:oid4vp",

           request:  JSON.stringify({

  "client_id": "client.example.org",

   "client_id_scheme": "web-origin",

   "response_type": "vp_token",

  "nonce": "n-0S6_WzA2Mj",

  "client_metadata": {...},

     "presentation_definition": {...}

 })

       }]

   }

});

new client id scheme

Standard OID4VP Request

this is an OID4VP 
request



The Wallet receives

- The value of the “protocol” parameter above.
- The value of the “request” parameter above.
- “Additionally the API provides the calling origin (or the app package if 

calling from an native app) to the wallet in a way that can't be spoofed by 
the verifier" (thank you Lee)

Note: At the minimum, the Wallet gets the calling origin to identify the 
Verifier.



Response

- The wallet 
○ validates the request / verifier’s trust framework
○ prepares the vp_token and presentation_submission
○ MAY/MUST encrypt the response

- The response is sent back through the Browser API

- The Verifier performs standard OID4VP processing.

const { data } = response;

const response = new URLSearchParams(data);



When external trust establishment mechanism is 
needed

- Request is signed, using external trust establishment mechanisms 
○ Wallet validates the signature
○ Wallet needs to be able to establish trust in the verifier (e.g. know the root cert, etc.)

- How replay is prevented:
- Verifiers signs over its origin. Browser provides origin available to it to the wallet. Wallet 

compares the two.
- (if verifier does not know the capabilities of the wallet(s), it can send 

multiple requests.)



OpenID4VP over Browser API proposal: signed request

const credential = await navigator.identity.get({

   digital: {

       providers: [{

           protocol: "urn:openid.net:oid4vp",

           request: JSON.stringify({

     "client_id":"https//client.example.org",

      "client_id_scheme":"entity_id",

   "response_type": "vp_token",

   "nonce": "n-0S6_WzA2Mj",

   "client_metadata": {...},

   "presentation_definition":"...",

      })

           }]

   }

});

Standard OID4VP Request

this is an OID4VP 
request

contains Verifier’s 
public key used to 

encrypt the response

Array. can contain 
multiple requests.



Request URI (signed request)



Request URI (signed request)



Response

- The wallet prepares the vp_token and presentation_submission
- The wallet MAY/MUST encrypt the response
- The response is sent back through the Browser API

- The Verifier performs standard OID4VP processing.

const { data } = response;

const response = new URLSearchParams(data);


